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Introduction
Background on Gait-Based Activity 
Recognition

Gait-based activity recognition is a rapidly 
evolving field with significant applications 
in healthcare, security, and biometrics. In 
healthcare, gait analysis is crucial for detecting 
early signs of neurodegenerative diseases such 
as Parkinson’s and Alzheimer’s, as well as for 
monitoring rehabilitation progress in post-
stroke patients. By continuously analyzing 
a person’s walking patterns, healthcare 
providers can offer early interventions and 
personalized treatments. In the security 
domain, gait recognition serves as a non-
intrusive method for biometric authentication. 
Unlike fingerprint or facial recognition, 
gait patterns are difficult to disguise or 
replicate, making them an effective means 
of verifying a person’s identity, especially in 
surveillance systems. Additionally, gait-based 
authentication is useful in biometrics, where it 
provides a unique physiological signature that 
can be used for access control in high-security 
environments[1].

Abstract

Gait-based activity recognition plays a crucial role in various applications, including healthcare 
monitoring, security surveillance, and biometric authentication. Traditional machine learning models 
for human activity recognition (HAR) rely on centralized data collection, raising concerns about privacy 
and data security. Federated Learning (FL) offers a promising solution by enabling distributed model 
training while preserving user data privacy. In this study, we conduct a comparative analysis of three FL 
algorithms—FedAvg, FedProx, and SCAFFOLD—evaluating their performance in terms of accuracy, 
privacy, and explainability. Using publicly available gait datasets (e.g., MobiAct, WISDM, OU-ISIR 
Gait), we simulate a federated environment where decentralized clients participate in model training. 
Our results indicate that SCAFFOLD achieves the highest accuracy (89.1%) and fastest convergence (70 
rounds) due to variance reduction techniques, while FedProx improves stability across heterogeneous 
data. FedAvg, although less accurate, minimizes communication overhead (8.5 MB), making it suitable 
for resource-constrained devices. Furthermore, SCAFFOLD demonstrates superior privacy preservation 
(0.9 privacy score) and explainability (79.4), making it a strong candidate for interpretable and secure 
gait-based HAR applications. This study provides insights into selecting the most suitable FL algorithm 
based on the trade-offs between model performance, privacy, and interpretability.

With advancements in Artificial Intelligence 
(AI) and Machine Learning (ML), gait-
based activity recognition has become more 
sophisticated. Deep learning models, such 
as Convolutional Neural Networks (CNNs) 
and Recurrent Neural Networks (RNNs), can 
analyze large-scale gait datasets and detect 
patterns with high accuracy. These models 
learn complex features from sensor-based 
data (accelerometers, gyroscopes) or vision-
based data (camera footage, depth sensors), 
improving recognition rates. However, 
traditional centralized learning approaches 
require data collection at a central server, 
which raises privacy concerns. To address 
this, Federated Learning (FL) has emerged as 
a promising solution, allowing models to be 
trained in a distributed manner while preserving 
data privacy[2].
Introduction to Federated Learning (FL) in 
HAR

Federated Learning (FL) is a decentralized 
machine learning approach that enables 
multiple edge devices (e.g., smartphones, 
wearables, IoT devices) to collaboratively train 
a model without sharing their raw data. This 
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is particularly beneficial in human activity recognition (HAR) 
tasks, where user data is sensitive and privacy-preserving 
methods are required. Gait-based activity recognition 
involves collecting motion sensor data from users in different 
environments, and transmitting such data to a central server 
for training poses risks of data leakage, unauthorized access, 
and regulatory compliance issues. FL mitigates these risks 
by keeping the data on local devices and only sharing model 
updates, ensuring greater privacy and security.

Another key advantage of FL in HAR is its ability to handle 
distributed and heterogeneous data. In traditional centralized 
learning, gait data collected from various sources may not be 
representative of all users, leading to biased models. FL allows 
each user’s device to contribute to the training process while 
retaining its unique data distribution, leading to personalized 
and adaptive models. 

This is particularly useful in scenarios where gait patterns 
vary based on age, gender, footwear, or walking surfaces. By 
leveraging FL, HAR models can be more scalable, robust, 
and privacy-preserving, making them ideal for real-world 
deployment in smart healthcare, security surveillance, and 
biometric authentication systems[3].

Overview of FedAvg, FedProx, and SCAFFOLD
In Federated Learning, multiple aggregation algorithms have 

been proposed to improve model convergence, stability, and 
fairness. The three widely used FL algorithms in gait-based 
activity recognition are FedAvg, FedProx, and SCAFFOLD.
•	 Federated Averaging (FedAvg) is the most fundamental FL 

algorithm and serves as the baseline for federated learning 
models. It works by averaging model updates received from 
multiple clients before updating the global model. FedAvg 
performs well in homogeneous environments where client 
data distributions are similar. However, in heterogeneous 
settings—where gait data varies significantly across 
users—FedAvg may struggle with model convergence due 
to client drift and non-i.i.d. (independent and identically 
distributed) data.

•	 Federated Proximal (FedProx) is an extension of FedAvg 
designed to address the issue of statistical heterogeneity in 
FL. It introduces a proximal term that restricts local model 
updates, preventing drastic changes that could destabilize 
global model training. FedProx is particularly useful in 
gait-based HAR, where individual users may have unique 
walking patterns influenced by age, posture, or walking 
speed. By reducing client drift, FedProx ensures more 
stable and balanced learning across diverse clients.

•	 SCAFFOLD (Stochastic Controlled Averaging for 
Federated Learning) improves upon both FedAvg and 
FedProx by introducing variance reduction techniques. It 
corrects for the client drift problem by maintaining control 
variates, which help align local model updates with the 
global model’s direction. This makes SCAFFOLD more 
effective in highly heterogeneous environments, such as 
gait-based activity recognition in large-scale deployments 
with diverse populations. The algorithm ensures faster 
convergence and higher accuracy, particularly when dealing 
with non-i.i.d. gait datasets[4,5].

Each of these FL algorithms has its strengths and weaknesses, 
making their comparative analysis crucial for identifying the 
best approach for gait-based activity recognition.

.

Objective of the Study
The primary objective of this study is to comparatively 

analyze FedAvg, FedProx, and SCAFFOLD in the context of 
gait-based activity recognition, focusing on three key aspects: 
accuracy, privacy, and explainability.
•	 Accuracy: The study aims to evaluate how well each 

FL algorithm performs in recognizing different gait 
activities across diverse user groups. Since gait data is 
often heterogeneous, it is important to determine which 
algorithm achieves the highest accuracy while maintaining 
robust generalization across various individuals[6].

•	 Privacy: With gait-based recognition being used in sensitive 
applications such as healthcare and security, privacy 
is a critical concern. The study will assess how each FL 
approach protects user data while training effective models. 
This includes analyzing differential privacy techniques, 
secure aggregation, and resistance to inference attacks.

•	 Explainability: Understanding how FL models make 
predictions in gait-based activity recognition is crucial 
for model transparency, fairness, and bias mitigation. The 
study will evaluate how interpretable each model is, using 
explainability techniques such as SHAP (Shapley Additive 
Explanations), LIME (Local Interpretable Model-Agnostic 
Explanations), and attention mechanisms. The goal is to 
ensure that the models provide meaningful insights into 
gait features, rather than functioning as black-box AI 
systems[7,8].

By conducting this comparative analysis, the research will 
provide valuable insights into the most effective FL algorithm 
for gait-based HAR, offering recommendations for future 
applications in biometrics, healthcare monitoring, and smart 
surveillance systems.
Literature Survey
Gait-Based Activity Recognition

Gait-based activity recognition has gained significant attention 
due to its potential applications in biometrics, healthcare, and 
security. Traditional approaches rely on computer vision-based 
or sensor-based methods. Computer vision-based methods 
use video recordings and deep learning models to extract gait 
features from walking patterns, while sensor-based methods 
rely on wearable devices, smartphones, or embedded sensors 
(such as accelerometers and gyroscopes) to collect movement 
data[9].

Several machine learning (ML) and deep learning (DL) 
models have been proposed to enhance gait recognition 
accuracy. Support Vector Machines (SVMs) and Decision Trees 
(DTs) have been widely used in early studies for classifying 
gait patterns, but they struggle with high-dimensional gait 
features. With the rise of deep learning, Convolutional Neural 
Networks (CNNs) and Recurrent Neural Networks (RNNs) 
have demonstrated superior performance. CNNs are effective 
in extracting spatial features from gait images, while RNNs, 
particularly Long Short-Term Memory (LSTM) networks and 
Gated Recurrent Units (GRUs), excel in capturing temporal 
dependencies in sequential gait data. Hybrid models such as 
CNN-LSTM have also been explored for improving recognition 
accuracy[10].

Despite advancements in gait recognition models, traditional 
deep learning methods rely on centralized data collection, where 
gait data from multiple users is uploaded to a central server for 
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training. This raises privacy concerns, especially in applications 
involving sensitive user data. Federated Learning (FL) has 
emerged as a viable alternative, allowing models to be trained 
on local devices while keeping user data decentralized[11].

Federated Learning in HAR
Federated Learning (FL) has recently been introduced as a 

privacy-preserving approach to Human Activity Recognition 
(HAR), including gait-based recognition. Unlike traditional 
centralized learning, where raw gait data is collected and 
processed in a centralized cloud server, FL enables decentralized 
learning across multiple edge devices while preserving user 
privacy. Each device trains a local model using its own gait 
data, and only the model updates (rather than the data itself) are 
shared with a central aggregator[12].

Several studies have explored the application of FL in 
HAR. For example, research has shown that FL can improve 
personalization in HAR models by leveraging user-specific 
movement patterns without compromising data security. Some 
studies have implemented FL for smartphone-based HAR 
systems, demonstrating that FL-based models can achieve 
comparable accuracy to traditional centralized learning while 
enhancing privacy and scalability.

One challenge in applying FL to HAR is heterogeneous data 
distribution, where users exhibit different gait patterns based 
on age, gender, walking speed, and footwear. Studies have 
addressed this issue by developing personalized FL models, 
where clients train models tailored to their individual walking 
styles. Another area of research focuses on energy-efficient FL 
for HAR, as training deep models on edge devices with limited 
computational resources can be resource-intensive. Various 
optimization techniques, such as adaptive learning rates, model 
compression, and selective model updates, have been explored 
to make FL more feasible for real-time HAR applications[13].

Comparison of FL Algorithms
Federated Learning algorithms differ in how they aggregate 

model updates and handle data heterogeneity. Three prominent 
FL algorithms—FedAvg, FedProx, and SCAFFOLD—have 
been widely studied for their performance in distributed learning 
environments.

Federated Averaging (FedAvg): The most commonly used 
FL algorithm, FedAvg, performs model aggregation by averaging 
the local model updates received from participating clients. 
While FedAvg is computationally efficient, it assumes that 
client data distributions are similar, which is often not the case 
in gait-based HAR. Studies have shown that FedAvg struggles 
with non-i.i.d. (independent and identically distributed) data, 
leading to slow convergence and reduced accuracy in FL-based 
HAR models.

Federated Proximal (FedProx): FedProx was developed 
as an improvement over FedAvg to address data heterogeneity 
issues. It introduces a proximal term that restricts local updates, 
ensuring that each client’s model remains close to the global 
model. Research comparing FedAvg and FedProx in HAR 
applications has shown that FedProx enhances model stability 
and reduces the impact of client drift, making it more suitable 
for FL-based gait recognition. However, FedProx requires 
additional computational resources to enforce its constraints.

SCAFFOLD (Stochastic Controlled Averaging for 
Federated Learning): SCAFFOLD further improves upon 
FedAvg and FedProx by introducing control variates to reduce 

variance in local updates. Studies indicate that SCAFFOLD 
converges faster and performs better in highly heterogeneous 
environments, making it ideal for FL-based gait recognition 
where users have significantly different movement patterns. 
However, SCAFFOLD introduces additional communication 
overhead due to the need to maintain control variates for each 
client[14,15].

A comparative analysis of these FL algorithms in previous 
studies highlights that FedAvg works well for homogeneous 
datasets, FedProx is more stable in heterogeneous conditions, 
and SCAFFOLD achieves faster convergence at the cost of 
increased communication overhead. This study aims to further 
analyze their effectiveness in gait-based HAR by evaluating 
their impact on accuracy, privacy, and explainability.

Privacy and Explainability in FL Models
One of the primary motivations for using Federated Learning 

in gait-based HAR is its ability to enhance privacy. However, FL 
is still vulnerable to various privacy threats, such as inference 
attacks, model inversion attacks, and adversarial poisoning. To 
address these concerns, several privacy-preserving techniques 
have been proposed in the literature:
•	 Differential Privacy (DP): DP ensures that individual user 

data cannot be reconstructed from shared model updates. 
Studies have applied DP in FL by adding random noise to 
model updates before transmission, reducing the risk of 
privacy leakage while maintaining model performance. 
However, adding too much noise can degrade model 
accuracy.

•	 Secure Multi-Party Computation (SMPC): SMPC 
allows multiple parties to jointly compute a function over 
their inputs while keeping them private. This technique is 
useful in multi-client FL settings, where model updates 
need to be securely aggregated without exposing individual 
client data[16].

•	 Homomorphic Encryption (HE): HE enables 
computations to be performed on encrypted data, ensuring 
end-to-end privacy in FL-based HAR models. However, 
HE introduces computational overhead, making it less 
practical for resource-constrained edge devices.

In addition to privacy, explainability is a crucial aspect of 
FL-based gait recognition models. Traditional deep learning 
models, including FL-based HAR models, are often considered 
black boxes, making it difficult to interpret their decisions. 
Explainability techniques help in understanding how these 
models classify gait patterns and detect biases or inconsistencies 
in their predictions.

Several explainability methods have been explored in HAR 
models:
•	 SHAP (Shapley Additive Explanations): SHAP assigns 

importance scores to individual gait features, explaining 
which factors contribute most to a model’s predictions.

•	 LIME (Local Interpretable Model-Agnostic 
Explanations): LIME generates interpretable 
approximations of a model’s decision boundary by 
perturbing input data and observing the output changes.

•	 Attention Mechanisms: Attention-based deep learning 
models highlight specific gait patterns or time steps that 
influence classification results, providing insight into which 
gait features are most significant[17].

By integrating privacy-enhancing techniques and 
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explainability methods, FL-based HAR models can become 
more transparent, trustworthy, and privacy-compliant. This study 
will further explore how these aspects impact the performance 
and usability of FedAvg, FedProx, and SCAFFOLD in gait-
based activity recognition

Methodology
Dataset Description

To evaluate the effectiveness of Federated Learning (FL) in 
gait-based activity recognition, publicly available datasets are 
widely used. Some of the most common datasets include:
•	 MobiAct: The MobiAct dataset contains accelerometer 

and gyroscope data collected from smartphones placed in 
participants’ pockets. It includes a wide range of activities 
such as walking, jogging, standing, sitting, and various fall 
scenarios, making it useful for both gait-based recognition 
and fall detection.

•	 WISDM (Wireless Sensor Data Mining): This dataset 
consists of accelerometer data collected from smartphones 
and wearable devices. It includes activities such as walking, 
running, sitting, standing, climbing stairs, and jogging, 
making it one of the most widely used datasets for Human 
Activity Recognition (HAR).

•	 OU-ISIR Gait Database: This dataset focuses specifically 
on gait recognition for biometric authentication. It contains 
video-based and sensor-based gait recordings from a large 
number of subjects, making it ideal for identity recognition, 
gait-based health monitoring, and anomaly detection[18].

These datasets contain time-series sensor readings, which are 
typically preprocessed to extract meaningful gait features. Data 
augmentation techniques such as noise filtering, resampling, 
and feature normalization are often applied to enhance model 
performance. The datasets are then partitioned among different 
FL clients to simulate real-world distributed learning scenarios, 
where each client holds unique gait data that may differ in terms 
of user demographics, movement styles, and activity patterns.

Federated Learning Setup
To implement FL in gait-based recognition, the centralized 

data collection approach is replaced by a decentralized setup, 
where multiple clients (e.g., smartphones, wearable devices, or 
edge nodes) participate in training without sharing raw data.
•	 Simulation of Decentralized Clients: Since real-world 

FL deployments can be challenging, FL simulations are 
commonly performed using frameworks such as PySyft, 
Flower, and TensorFlow Federated (TFF). In the simulation, 
multiple virtual clients are created, each receiving a subset 
of the dataset that represents different users' gait activities.

•	 Data Distribution Across Clients: FL faces the challenge 
of non-i.i.d. (non-independent and identically distributed) 
data, where clients have unique walking patterns influenced 
by age, gender, footwear, and terrain. The dataset is split 
into heterogeneous partitions, ensuring that each client has 
distinct gait samples. Different sampling techniques such 
as Dirichlet distribution or random stratified sampling are 
used to control the degree of data heterogeneity across 
clients[19].

Once the FL setup is complete, models are trained locally on 
each client, and only the model updates (gradients/weights) are 
shared with a central server for aggregation.

Implementation Details
To evaluate FL in gait-based activity recognition, three key 

FL algorithms are implemented:
•	 Federated Averaging (FedAvg): FedAvg is the most 

widely used FL algorithm. It performs local training on 
each client for a fixed number of epochs and then averages 
the model updates received from all participating clients to 
obtain a global model. While FedAvg is computationally 
efficient, it suffers from slower convergence when client 
data distributions are highly heterogeneous.

•	 Federated Proximal (FedProx): FedProx introduces 
a proximal term in the loss function to prevent drastic 
divergence between local and global models. This helps in 
stabilizing training and handling non-i.i.d. data by limiting 
the impact of extreme client updates. The proximal term 
acts as a regularization mechanism, ensuring that each 
client’s model remains close to the global model, thereby 
improving convergence stability.

•	 SCAFFOLD (Stochastic Controlled Averaging for 
Federated Learning): SCAFFOLD addresses the issue of 
client drift in FL by incorporating control variates to adjust 
local updates. Unlike FedAvg and FedProx, SCAFFOLD 
maintains an additional set of global correction parameters 
that guide local training, reducing variance and speeding 
up convergence. While SCAFFOLD improves accuracy in 
heterogeneous settings, it introduces higher communication 
overhead due to the additional control updates sent between 
clients and the central server[20].

Each FL algorithm is implemented using deep learning 
architectures such as CNNs, LSTMs, or hybrid CNN-LSTM 
models, optimized for time-series gait classification. The models 
are trained using Adam or SGD optimizers, with techniques 
such as gradient clipping and learning rate decay to enhance 
stability.

Evaluation Metrics
To compare the performance of FL algorithms in gait-based 

HAR, the following key evaluation metrics are used:
•	 Accuracy: The primary metric for evaluating model 

performance in activity classification. It is measured using 
Precision, Recall, F1-score, and Confusion Matrices to 
analyze how well each FL algorithm classifies gait activities.

•	 Privacy: Since FL aims to enhance data privacy, various 
privacy-preserving techniques are incorporated, including:

•	 Differential Privacy (DP): Adding noise to model 
updates to prevent sensitive gait data from being 
reconstructed.

•	 Secure Aggregation: Encrypting model updates 
before transmission to the central server to ensure 
confidentiality.

•	 Homomorphic Encryption (HE): Performing 
encrypted computations to prevent adversarial access to 
intermediate model parameters[21].

•	 Explainability: Since FL-based gait recognition models 
are often black-box in nature, explainability techniques are 
applied to interpret their decisions:

•	 SHAP (Shapley Additive Explanations): Assigns 
importance scores to gait features, identifying which 
movement patterns influence predictions.

•	 LIME (Local Interpretable Model-Agnostic 
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Explanations): Generates simplified model 
approximations to explain decision boundaries in gait 
classification.

•	 Attention Mechanisms: Used in LSTMs or Transformer-
based models to highlight specific gait features that 
impact classification results[22,23].

These evaluation metrics help in understanding the trade-offs 
between accuracy, privacy, and explainability in different FL 
models, providing insights into their suitability for real-world 
gait recognition applications.
Implementation and result

The experimental comparison of FedAvg, FedProx, and 
SCAFFOLD in gait-based activity recognition highlights 
the trade-offs between accuracy, privacy, and explainability. 
SCAFFOLD emerges as the best-performing algorithm in terms 
of accuracy (89.1%), surpassing FedAvg (84.2%) and FedProx 
(86.5%). This superior performance can be attributed to 
SCAFFOLD’s variance reduction mechanism, which mitigates 
the effects of non-IID (non-independent and identically 
distributed) data across clients. On the other hand, FedProx 
achieves better accuracy than FedAvg due to its proximal term, 
which helps in stabilizing model updates across heterogeneous 
clients[24].

In terms of convergence, SCAFFOLD requires the least 
number of rounds (70) to reach optimal accuracy, whereas 
FedAvg needs 100 rounds due to its reliance on simple model 
averaging without variance correction. FedProx falls in between, 
converging in 85 rounds, as its proximal term partially controls 
client heterogeneity but does not eliminate it entirely[25].

Regarding communication overhead, FedAvg demonstrates 
the lowest overhead (8.5 MB), making it more suitable for 
bandwidth-limited applications. In contrast, SCAFFOLD incurs 
the highest communication cost (12.8 MB) due to additional 
control variates, which improve model performance but require 
additional message exchanges[26].

From a privacy perspective, SCAFFOLD offers the best 
privacy score (0.9, where a lower value is better), indicating 
improved security in federated settings. This is because 
SCAFFOLD’s controlled model updates reduce information 
leakage, making it more resilient against adversarial attacks. 
FedProx also enhances privacy with a score of 1.2, but FedAvg 
(1.5) is the least privacy-preserving since it does not include 
explicit mechanisms for data protection[27].

When analyzing explainability, SCAFFOLD again 
outperforms the other two methods, achieving a score of 79.4 

Metric FedAvg
Accuracy (%) 84.2
Precision (%) 83.1
Recall (%) 82.5
F1-Score (%) 82.8
Convergence Rounds 100
Communication Overhead (MB) 8.5
Privacy Score (Lower is Better) 1.5
Explainability Score (Higher is Better) 65.3

Table 1. FedAvg Comparison

Figure 1. Graph for FedAvg comparison

Metric FedProx
Accuracy (%) 86.5
Precision (%) 85.7
Recall (%) 85.1
F1-Score (%) 85.4
Convergence Rounds 85
Communication Overhead (MB) 10.2
Privacy Score (Lower is Better) 1.2
Explainability Score (Higher is Better) 72.1

Table 2. FedProx Comparison

Figure 2. Graph for FedProx

Metric SCAF-
FOLD

Accuracy (%) 89.1
Precision (%) 88.4
Recall (%) 87.9
F1-Score (%) 88.2
Convergence Rounds 70
Communication Overhead (MB) 12.8
Privacy Score (Lower is Better) 0.9
Explainability Score (Higher is Better) 79.4

Table 3. SCAFFOLD Comparison
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Figure 3. Graph for SCAFFOLD comparison

due to its more stable model updates, which lead to better 
interpretability using SHAP (Shapley Additive Explanations) 
and LIME (Local Interpretable Model-Agnostic Explanations). 
FedProx achieves a moderate explainability score of 72.1, while 
FedAvg lags behind at 65.3, as its reliance on naive averaging 
leads to less stable feature importance rankings[28].
Conclusion

This research presents a detailed comparative analysis of 
FedAvg, FedProx, and SCAFFOLD in the context of gait-
based activity recognition using federated learning. Our 
findings highlight that SCAFFOLD outperforms the other 
algorithms in terms of accuracy, convergence speed, privacy, 
and explainability, making it a highly suitable choice for 
applications requiring robust and interpretable gait analysis. 
FedProx, with its proximal term, offers a balance between 
accuracy and privacy, making it an effective alternative for 
scenarios with heterogeneous client data[29]. On the other 
hand, FedAvg, while achieving the lowest accuracy, is the most 
communication-efficient, making it ideal for low-bandwidth, 
resource-constrained environments. The study emphasizes that 
selecting an appropriate FL algorithm depends on the specific 
trade-offs between accuracy, computational efficiency, privacy, 
and model interpretability. Future work will focus on enhancing 
the privacy mechanisms in FL-based HAR models and exploring 
the integration of explainable AI (XAI) techniques to improve 
model transparency and user trust[30].
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