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Abstract

Sarcasm The e-commerce industry s rapid growth, accelerated by the COVID-19 pandemic, has led to an
alarming increase in digital fraud and associated losses. To establish a healthy e-commerce ecosystem,
robust cyber security and anti-fraud measures are crucial. However, research on fraud detection systems
has struggled to keep pace due to limited real-world datasets. Advances in artificial intelligence,
Machine Learning (ML), and cloud computing have revitalized research and applications in this domain.
While ML and data mining techniques are popular in fraud detection, specific reviews focusing on
their application in e-commerce platforms like eBay and Facebook are lacking depth. Existing reviews
provide broad overviews but fail to grasp the intricacies of ML algorithms in the e-commerce context. To
bridge this gap, our study conducts a systematic literature review using the Preferred Reporting Items
for Systematic reviews and Meta-Analysis (PRISMA) methodology. We aim to explore the effectiveness
of these techniques in fraud detection within digital marketplaces.

Introduction

The rapid expansion of the e-commerce
industry, significantly accelerated by the
COVID-19 pandemic, has transformed the
way consumers and businesses interact in
the digital economy. Alongside this growth,
however, there has been a substantial rise
in fraudulent activities, including payment
fraud, identity theft, and fake transactions.
These challenges pose serious threats to both
consumers and online platforms, leading to
financial losses and reduced trust in digital

marketplaces.
Traditional rule-based fraud detection
systems are increasingly inadequate in

handling the dynamic and evolving nature of
cyber fraud. As a result, there is a growing
need for intelligent and adaptive solutions. In
this context, machine learning (ML) and data
mining techniques have emerged as powerful
tools for detecting and preventing fraudulent
activities by analyzing large volumes of
transactional data and identifying hidden
patterns.

Recent  advancements in  artificial
intelligence, neural networks, and cloud
computing have further enhanced the
effectiveness and scalability of fraud
detection systems. However, despite the
increasing number of studies in this domain,
existing research often provides only general
overviews and lacks a focused analysis of ML
techniques specifically applied to e-commerce

platforms. To address this gap, this study
presents a systematic literature review using
the PRISMA methodology, analyzing recent
research on machine learning-based fraud
detection in e-commerce. The objective is to
evaluate current approaches, identify research
gaps, and highlight emerging trends, thereby
providing valuable insights for researchers and
industry practitioners aiming to develop more
robust and efficient fraud detection systems.
In order to derive graphtheoretical variables
or scores that specifically characterize
nodes of fraud, the concept makes use of the
connectedness between the nodes, which are
often users or items in a dataset.

Literature Review

Fraud detection in e-commerce has gained
significant attention over the past decade due
to the rapid increase in online transactions and
associated cyber threats. Early approaches
primarily relied on rule-based and statistical
methods, which were limited in detecting
complex and evolving fraud patterns. With the
advancement of machine learning, researchers
have increasingly adopted data-driven
techniques to improve detection accuracy and
efficiency.

Supervised learning algorithms such as
Logistic Regression, Decision Trees, Random
Forest, and Support Vector Machines have
been widely used for classifying fraudulent
and legitimate transactions. These models
require labeled datasets and have shown
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strong performance in structured environments. However, their
effectiveness is often constrained by data imbalance and the
scarcity of real-world fraud datasets.

To overcome these limitations, unsupervised and semi-
supervised learning techniques, including clustering and
anomaly detection, have been explored to identify unusual
transaction behaviors without requiring labeled data. In recent
years, deep learning models, particularly Artificial Neural
Networks, have demonstrated promising results in capturing
complex, non-linear patterns in large-scale e-commerce data.

Several studies have also emphasized the role of data
preprocessing, feature engineering, and real-time detection
systems in enhancing model performance. Additionally, the
integration of cloud computing has enabled scalable and efficient
processing of large datasets. Despite these advancements,
existing literature often lacks a focused analysis of machine
learning techniques specifically tailored for e-commerce
platforms. Moreover, issues such as data privacy, high false
positive rates, and adaptability to evolving fraud strategies
remain key challenges. This highlights the need for more
comprehensive and domain-specific research, motivating the
present study.

Proposed System

The system is designed to identify fraudulent transactions in
real time by analyzing user behavior and transaction patterns.
Initially, transaction data is collected from e-commerce
platforms, including features such as user details, transaction
amount, time, location, and payment method. The collected
data undergoes preprocessing steps such as data cleaning,
normalization, and handling of missing values to ensure data
quality. Feature engineering techniques are then applied to
extract relevant attributes that contribute to fraud detection.

The system employs a hybrid machine learning approach
by integrating supervised and unsupervised learning methods.
Supervised algorithms such as Random Forest and Support
Vector Machine are used for classification, while anomaly
detection techniques are incorporated to identify unusual patterns
in unlabeled data. Additionally, Artificial Neural Networks are
utilized to capture complex and non-linear relationships within
the dataset.

To address the issue of imbalanced datasets, techniques such
as oversampling and undersampling are applied to improve
model performance. The trained model is then deployed in
a real-time environment, where incoming transactions are
continuously monitored and classified as either legitimate or
fraudulent. The system also includes a feedback mechanism
that updates the model periodically based on new data, ensuring
adaptability to evolving fraud patterns. Performance metrics
such as accuracy, precision, recall, and Fl-score are used to
evaluate the effectiveness of the proposed model.

Research Method

The PRISMA approach generates high-quality results and
supports reproducibility. It is structured in a manner that
allows the identification and summarization of problems
(domains), techniques, and methods used to solve the problem.
The implementation of this approach follows a checklist of
title, abstract, introduction, methods, results, discussion, and
funding. In this structure, the title and abstract are constructed
to achieve comparable objectives to any other approach, but the
introduction must provide the rationale for the review and the
questions to be addressed.
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Data and search strategy:

1. Byextracting potential search terms from the titles, abstracts,
and subject indexing of three pertinent publications[17,
23, 24], we develop an initial search strategy. We use its
results to expand the list of key words and restrict it to
only English-language articles in order to further hone this
strategy. We then test the validity of our search strategy by
checking whether it could retrieve the three known relevant
studies and two more studies referenced in Ref. [17]. All
the five studies are successfully identified by the strategy. A
group of peer reviewers approves the final search strategy.

2. Using an iterative search approach, we look for publications
within our search period (2010—2023) that have the
following keywords in their title or abstract: e-commerce,
fraud detection, machine learning, systematic review,
organized retail fraud, data mining, and digital marketplace.
We display the iterative approach in the workflow diagram
shown in Fig.

3. To reduce the amount of noise in the results, our search
strategy employs the search logics “AND”, “OR”, “LIMIT
TO”, and “EXCLUDE”.

Feature Extraction

The relevant features are derived from multiple aspects of
e-commerce transactions, including user behavior, transaction
details, and device information. Transaction-based features
include attributes such as transaction amount, frequency, time of
transaction, and payment method. Behavioral features capture
user activity patterns, such as purchase history, browsing
behavior, and login frequency. Additionally, location-based
features (e.g., IP address, geographic location) and device-
related features (e.g., device ID, browser type) are considered
to identify suspicious access patterns. Device id , browser type.
are the features.

Model Architecture

The architecture consists of data input, preprocessing, feature
extraction, model training, and prediction layers.

In the first stage, raw transaction data is collected from
various sources and passed through a preprocessing layer, where
noise removal, missing value handling, and normalization
are performed. The processed data is then fed into the feature
extraction module, which generates meaningful features
representing user behavior, transaction patterns, and contextual
information.

Stacking
Classifier

AN

Performance
? Analysis and
Graph

Fraudulent

Selection.

Model Training and Evaluation:

The training phase involves applying multiple machine
learning algorithms, including Random Forest, Support
Vector Machine, and Artificial Neural Networks. Each model
is trained using the extracted features, and hyperparameter
tuning is performed to optimize performance. Cross-validation
techniques are also employed to ensure model reliability and
prevent overfitting.

Once trained, the models are evaluated using the testing
dataset. Performance is measured using standard evaluation
metrics such as accuracy, precision, recall, and F1-score. Special
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emphasis is placed on recall and precision, as they are critical in
minimizing false negatives (missed frauds) and false positives
(incorrect fraud detection).

Deployment and Real-World Testing

The deployment is carried out using a scalable cloud-based
infrastructure, enabling efficient handling of large volumes
of transaction data with low latency. The trained model is
integrated into the transaction processing pipeline, where each
transaction is evaluated instantly and classified as legitimate
or potentially fraudulent. An API-based architecture is used to
facilitate seamless communication between the e-commerce
platform and the fraud detection system. When a transaction
is initiated, relevant features are extracted and passed to the
model, which generates a prediction score. Based on predefined
thresholds, suspicious transactions are either flagged for manual
review or automatically blocked. For real-world testing, the
system is evaluated using live or near real-time transaction data
to assess its practical effectiveness. Key performance indicators
such as detection rate, false positive rate, response time, and
system scalability are monitored. This phase helps in identifying
potential issues such as model drift, latency challenges, and
adaptability to new fraud patterns.
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Requirements Gathering Stage

Output screens:
Screen-1:

E-Commerce Fraud Detection

E-Commerce Fraud
Detection
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Screen-1: Login page

The developed system includes a user-friendly web-
based interface for accessing the e-commerce fraud detection
platform. As shown in the figure, the homepage provides a clean
and simple login module where authorized users can enter their
credentials (username and password) to access the system.

The interface is designed with usability and accessibility
in mind, ensuring smooth interaction for administrators or
analysts. Upon successful login, users can access the fraud
detection dashboard, where transaction data can be monitored
and analyzed in real time.

The front-end is integrated with the backend machine learning
model, enabling seamless communication between the user
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interface and the fraud detection system. This ensures that user
inputs and transaction data are processed efficiently, and results
are delivered instantly.

Screen-2:
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Screen -2 : Upload Transaction Dataset page

The screenshot enables administrators or analysts to input
bulk transaction data into the system for fraud analysis. Once the
file is uploaded, the backend processes the data by performing
preprocessing, feature extraction, and applying the trained
machine learning model to detect fraudulent transactions.The
design ensures ease of use with minimal steps, allowing users
to quickly upload and analyze data. The integration between
the front-end interface and the backend model ensures efficient
processing and timely generation of result.

Screen-3:
W e Wt o - D G s
E-Commerce Fraud
Detection
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Screen-3: Transaction Prediction Input Page

The screen includes a prediction interface that allows users
to input transaction details and obtain real-time fraud detection
results. As shown in the figure, the interface consists of multiple
input fields such as transaction amount, payment method,
product category, customer age, device type, transaction time,
and shipping details.Users can manually enter transaction
information through this form, which is then processed by the
backend machine learning model. Upon clicking the “Predict”
button, the system analyzes the input data and classifies the
transaction as either legitimate or fraudulent.The interface is
designed to be interactive and user-friendly, enabling quick
evaluation of individual transactions. It serves as a practical tool
for testing the model and demonstrating its real-time prediction
capability.

Screen-4:

The screen provides a data visualization module to analyze
transaction patterns and support fraud detection. As illustrated
in the figure, the interface displays graphical representations
such as the Quantity Density Chart and Transaction Amount
Density Chart.These visualizations help in understanding the
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Screen-4: Quantity Density & Transaction Amount Density Charts

distribution and behavior of key features within the dataset. The
Quantity Density Chart highlights the frequency distribution of
purchased items, while the Transaction Amount Density Chart
shows the variation and concentration of transaction values.Such
graphical analysis aids in identifying anomalies and unusual
patterns that may indicate fraudulent activities. By providing
clear and interactive visual insights, this module enhances the
interpretability of the data and supports better decision-making.

Result
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Screen 5: Final Prediction Result Page

The screen includes a result analysis interface that displays
the outcome of the fraud prediction process. As shown in the
figure, the interface presents both the input transaction details
and the corresponding prediction output in a structured tabular
format.

The input section includes parameters such as transaction
amount, payment method, product category, customer details,
and transaction characteristics. Based on these inputs, the
machine learning model generates a prediction indicating
whether the transaction is fraudulent or legitimate.

This clear presentation of results improves transparency and
allows users to easily verify the relationship between input
features and the model’s decision. It also assists analysts in
understanding the factors influencing fraud detection.

Mo~ e R t-Cormmerce e Omciom - ¢ | W4 e it Ty x|+ - 8 x

G A O sanossooyman R

Device Used Count Chart

Customer Age Density Chart
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Conclusion

The aim of this work was to propose ways to extend the lexicon
algorithm in order to build systems that would be more efficient
for sarcasm detection. we employed a combined PRISMA and
content synthesis approach to identify and analyze relevant
articles focusing on fraud detection in the ecommerce domain
using machine learning and data mining techniques. Our survey
encompassed a total of 101 articles, with 16 of them classified
as “other” due to being unclustered data mining techniques,
while the remaining articles fell under the mainstream machine
learning cluster.

To structure our analysis, we formulated four research
questions, with the first two providing context for our main
question. Among the machine learning algorithms utilized,
ANNs emerged as the most frequently employed, closely
followed by random forest. Notably, the majority of articles
centered around the detection of credit card fraud, showcasing
its prevalence in the field. However, we found a dearth of
detailed research addressing reseller fraud, also known as
product flipping or scalping, within our corpus, highlighting a
potential avenue for future investigation given its significance
in the e-commerce domain and potential impact on the economy
and households. Further exploration of various techniques,
including machine learning, to combat reseller fraud could be a
fruitful area for future work.

Our review also shed light on emerging fraud types in
e-commerce, namely triangulation and bot fraud, which have
received limited attention in the realm of machine learning
and data mining techniques. This observation underscores the
need for further research to address these novel fraud types
effectively.

Furthermore, our analysis revealed a growing demand for the
application of imbalanced learning techniques to enhance future
fraud detection systems. This indicates an opportunity for the
concerted use of such techniques to tackle the challenge posed
by imbalanced datasets in fraud detection.
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