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Abstract

Counterfeit products pose a serious threat to global supply chains, resulting in economic losses, brand
reputation damage, and consumer safety risks. Traditional centralized authentication systems are
vulnerable to data tampering, lack transparency, and fail to provide end-to-end traceability. This paper
proposes a blockchain-based product authentication framework that ensures secure, transparent, and
tamper-proof tracking of products across the supply chain. The system integrates QR-code tagging,
smart contracts, distributed ledger technology, and decentralized verification mechanisms to prevent
counterfeit infiltration. Experimental evaluation demonstrates improved traceability accuracy, reduced
verification time, and enhanced trust among stakeholders compared to conventional centralized
databases. The proposed framework provides a scalable and secure solution for real-time product

verification and counterfeit elimination.

Introduction

The rapid growth of global trade and
e-commerce has significantly increased
the complexity of supply chains, creating
opportunities for counterfeit products to
infiltrate legitimate markets. Counterfeit
goods affect multiple industries including
pharmaceuticals, electronics, automotive
components, luxury goods, and food
products. These fake products not only cause
severe financial losses to manufacturers and
governments but also pose serious health
and safety risks to consumers. According
to international trade studies, counterfeit
products account for a substantial percentage
of global trade, highlighting the urgent need
for secure and transparent authentication
mechanisms.

Traditional product authentication systems
rely primarily on centralized databases,
barcodes, holograms, or RFID-based tracking.
While these methods provide basic traceability,
they suffer from critical limitations such as
vulnerability to data tampering, duplication of
authentication codes, lack of interoperability
among stakeholders, and single points of
failure. In centralized systems, if the database
is compromised, altered, or hacked, the
integrity of the entire supply chain record is
affected. Moreover, consumers often have
limited ability to independently verify the
authenticity of a product in real time.

Blockchain  technology has emerged
as a promising solution to address these
challenges by offering decentralization,
immutability, transparency, and cryptographic
security. A blockchain is a distributed ledger

where transactions are recorded in blocks that
are cryptographically linked and validated
by network participants. Once recorded, data
cannot be altered without consensus, ensuring
tamper resistance. Platforms such as Ethereum
and Hyperledger Fabric enable the use of
smart contracts—self-executing programs that
automate verification and enforce business
rules without the need for intermediaries. This
feature makes blockchain highly suitable for
supply chain authentication applications.

By integrating blockchain with QR codes,
IoT devices, and secure hashing mechanisms,
it becomes possible to create a transparent
and end-to-end traceable system for product
lifecycle management. Each product can be
assigned a unique digital identity stored on
the blockchain, and every transaction—from
manufacturing to distribution and retail—can
be permanently recorded. Consumers can verify
product authenticity by simply scanning a QR
code, thereby increasing trust and eliminating
counterfeit infiltration.

This paper proposes a blockchain-based
product authentication framework designed to
eliminate counterfeit products through secure
digital tagging, smart contract validation,
and decentralized verification. The proposed
system aims to enhance supply chain
transparency, reduce verification time, improve
detection accuracy, and strengthen trust
among manufacturers, distributors, retailers,
and end consumers. Experimental evaluation
demonstrates the effectiveness of the proposed
framework  compared to  conventional
centralized authentication systems.
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Ezf' Author / Year Methodology Main Contribution Limitations
[1] | Tian (2016) Blockchain + RFID Improved food supply trace- High deployment cost

ability

[2] | Toyoda et al. (2017) Ethereum smart contracts

Anti-counterfeit supply chain
model

Scalability issues

[3] | Bocek etal. (2017) Decentralized ledger

Pharma authentication model

Limited real-time validation

[4] | Kshetri (2018) Blockchain framework

Counterfeit reduction in global

Regulatory challenges

trade

[5] | Saberi et al. (2019) Blockchain adoption model Supply chain transparency Integration complexity
[6] | Kim & Laskowski (2018) Ontology-based blockchain Enhanced traceability Computational overhead
[7] | Malik et al. (2018) Blockchain + IoT Real-time tracking IoT security risks

[8] | Wangetal. (2019) Smart contract-based tracking Automated verification Gas cost

[9] | Casino et al. (2019) Systematic review Blockchain taxonomy in supply | Lack of standardization
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Figure 1: Decentralized blockchain-based framework

Proposed Implementation

The proposed system introduces a decentralized blockchain-
based framework for product authentication and counterfeit
elimination across the supply chain. The core objective of the
implementation is to create a secure, transparent, and tamper-
proof mechanism that records every product transaction from
manufacturing to end-user purchase. The system architecture
consists of four primary entities: Manufacturer, Distributor,
Retailer, and Consumer, all connected through a permissioned
or public blockchain network. Smart contracts govern the
registration, ownership transfer, and verification processes,
ensuring automated and secure execution of transactions.

At the manufacturing stage, each product is assigned a
unique digital identity. This identity is generated using a
cryptographic hash function such as SHA-256, which converts
product-specific attributes (e.g., serial number, batch number,
timestamp, and manufacturer ID) into a unique hash value.
The generated hash is stored on the blockchain through a smart
contract. Simultaneously, a QR code is created containing the
product’s blockchain reference ID. This QR code is securely
affixed to the product packaging, ensuring that every physical
item is linked to a unique and immutable digital record as shown
in the figure 1.

The smart contract plays a central role in the proposed
implementation. It defines the rules for product registration,
ownership transfer, and authenticity validation. When a product
moves from manufacturer to distributor, or from distributor
to retailer, a new transaction is created and appended to the
blockchain ledger. Each transaction includes the sender’s
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digital signature, timestamp, and product ID. Since blockchain
transactions are immutable and time-stamped, unauthorized
modifications or duplicate product entries are automatically
rejected. This eliminates the possibility of counterfeit products
being inserted into the supply chain without detection.

During distribution and retail stages, stakeholders use a
blockchain interface or decentralized application (DApp) to
update product ownership records. Every transfer event triggers
the execution of a smart contract that verifies the legitimacy
of the sender and ensures that the product ID has not been
previously duplicated. If any mismatch or inconsistency is
detected, the system flags the product as suspicious. This real-
time verification mechanism strengthens supply chain integrity
and enhances transparency among all participants.

At the consumer level, authentication is simplified through
QR code scanning using a mobile application. When the QR
code is scanned, the system retrieves the corresponding product
hash from the blockchain and compares it with the stored data.
If the hash values match and the transaction history is valid, the
product is confirmed as authentic. If the product ID does not
exist on the blockchain or shows irregular transaction history,
the system identifies it as potentially counterfeit. This direct
verification mechanism empowers consumers to independently
validate product authenticity without relying on centralized
authorities.

To ensure scalability and efficiency, the implementation
may utilize a permissioned blockchain network where only
authorized participants can validate transactions. This reduces
computational overhead and transaction latency compared to
fully public blockchain systems. Additionally, off-chain storage
can be used for large product metadata, while only the hash
references are stored on-chain to optimize storage utilization
and gas costs. Security is further enhanced through public-key
cryptography, digital signatures, and consensus mechanisms
such as Proof of Authority (PoA) or Practical Byzantine Fault
Tolerance (PBFT).

Overall, the proposed implementation establishes a secure,
automated, and transparent authentication ecosystem. By
combining cryptographic hashing, QR-based tagging, smart
contracts, and decentralized verification, the system effectively
prevents counterfeit entry, ensures end-to-end traceability, and
enhances trust among supply chain stakeholders.

Results
The proposed blockchain-based authentication system was
evaluated using a controlled experimental setup involving
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Table 1: Authentication Performance Comparison

Method Accuracy (%) Verification Time (sec) Tamper Resistance
Traditional Database 82 4.5 Low
RFID Based 88 32 Medium
Proposed Blockchain 98 1.8 Very High
Table 2: System Scalability Analysis
Number of Transactions Latency (ms) Throughput (TPS)
100 120 45
500 210 42
1000 390 38
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Figure 3: comparison of authentication accuracy

1,000 product transactions across manufacturing, distribution,
retail, and consumer verification stages. The performance
metrics considered include authentication accuracy, verification
time, transaction latency, throughput, and tamper resistance.
A comparative analysis was conducted against a traditional
centralized database system and an RFID-based tracking system
to measure the effectiveness of the proposed framework.

The results demonstrate that the blockchain-based approach
achieved an authentication accuracy of 98%, significantly
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outperforming the traditional database system (82%) and RFID-
based method (88%). The higher accuracy is primarily attributed
to the immutable ledger structure and cryptographic hashing
mechanism, which prevent duplication and unauthorized
modification of product records. Additionally, the smart contract-
based validation process eliminated manual intervention errors,
thereby improving the reliability of counterfeit detection as
shown in Table 1 and table 2.

Figure 3 compares the authentication accuracy of the
traditional database system, RFID-based tracking, and the
proposed blockchain framework. The blockchain-based system
achieves the highest accuracy (98%), outperforming RFID
(88%) and traditional methods (82%). This improvement is
due to immutable ledger storage, cryptographic hashing, and
smart contract validation, which prevent duplication and data
tampering. The graph clearly demonstrates the effectiveness of
blockchain in eliminating counterfeit products and improving
authentication reliability.

In terms of verification time, the proposed system required
an average of 1.8 seconds for product validation, which is
considerably faster than the traditional centralized system that
required 4.5 seconds. This improvement is due to automated
smart contract execution and decentralized validation, which
reduce dependency on centralized servers. Evenunder increasing
transaction loads, the system maintained stable throughput
with minimal performance degradation, demonstrating good
scalability characteristics.

Scalability analysis further indicated that as the number of
transactions increased from 100 to 5,000, the latency increased
moderately but remained within acceptable operational limits.
Throughput showed only a slight decrease, confirming that
the permissioned blockchain configuration efficiently handles
higher transaction volumes. Moreover, tamper resistance testing
showed that unauthorized attempts to modify product records
were automatically rejected by the consensus mechanism,
ensuring complete data integrity.
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Overall, the experimental results confirm that the proposed
blockchain framework provides enhanced security, improved
authentication accuracy, faster verification, and robust
scalability compared to conventional product authentication
systems. These findings validate the feasibility of deploying
blockchain technology for large-scale counterfeit elimination in
real-world supply chain environments.

Conclusion

This paper presented a blockchain-based framework
for product authentication and counterfeit elimination. By
integrating QR codes, smart contracts, and decentralized ledger
technology, the system ensures secure, transparent, and tamper-
proof tracking across the supply chain. Experimental evaluation
demonstrated superior accuracy, reduced verification time,
and enhanced scalability compared to traditional centralized
systems.

Future work includes integration with IoT sensors, Al-based
anomaly detection, and hybrid blockchain optimization to
reduce gas costs and latency.
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